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(3) A report requesting an extension
beyond 18 months of an established un-
changed matching program must be re-
ceived by the Defense Privacy Office,
DA&M, at least four months prior to
the actual expiration date and consist
of an agency letter of transmittal with
the following attached:

(i) Justification for the extension
(not to exceed one year).

(ii) Certification by the participants
that the program has been conducted
in compliance with the matching
agreement.

(d) Who receives the reports. All re-
ports shall be submitted to, and re-
viewed by, the agency Privacy Advisor
and forwarded to the Defense Privacy
Office, DA&M, for consideration by the
Defense Data Integrity Board.

(e) Action by the Defense Privacy Of-
fice. The Defense Privacy Office,
DA&M, shall present proposals before
the Defense Data Integrity Board
which shall either approve or dis-
approve proposals on their merits. Any
inaction based on insufficient data, jus-
tification, or supporting documenta-
tion shall be returned for any further
corrective action deemed necessary.
Any disapproved proposals are returned
with the stated reasons. Board ap-
proved proposals are coordinated with
the Office of the Assistant Secretary of
Defense (Legislative Affairs) and the
Office of the General Counsel, Depart-
ment of Defense. The Defense Privacy
Office prepares for the signature of the
Chairman of the Board (Director of Ad-
ministration and Management
(DA&M)), transmittal letters sent to
Congress and OMB and concurrently
submits the proposed FEDERAL REG-
ISTER matching notice for publication.

(f) Time restrictions on the initiation of
new or altered matching programs. (1) All
time periods begin from the date the
Chairman of the Board signs the trans-
mittal letters.

(2) At least 30 days must elapse be-
fore the matching program may be-
come operational.

(3) The 30 day period for OMB and
Congressional review and the 30 day
notice and comment period for the
Matching Notice may run concur-
rently.

(g) Requests for waivers. The agency
may seek waivers of certain matching
program requirements including the 30
day review period by OMB and Con-
gress. Requests for waivers shall be in-
cluded in the letter of transmittal to
the report. Such requests shall cite the
specific provision for which a waiver is
being requested with full justification
showing the reasons and the adverse
consequences if a waiver is not grant-
ed.

(h) Outside review and activity. The
agency may presume OMB and Con-
gressional concurrence if the review
period has run without comment from
any reviewer outside the Department
of Defense. Under no circumstances
shall the matching program be imple-
mented before 30 days have elapsed
after publication of the matching no-
tice in the FEDERAL REGISTER. This pe-
riod cannot be waived.

Subpart J—Enforcement Actions

§ 317.110 Administrative remedies.

An individual who alleges he or she
has been affected adversely by a viola-
tion of the Privacy Act shall be per-
mitted to seek relief from the Assist-
ant Director, Resources, through prop-
er administrative channels.

§ 317.111 Civil court actions.

After exhausting all administrative
remedies, an individual may file suit (5
U.S.C 552a(y)) in the Federal court
against the agency for any of the fol-
lowing acts:

(a) Denial of an amendment request.
The Assistant Director, Resources, or
designee refuses the individual’s re-
quest for review of the initial denial of
an amendment or, after review, refuses
to amend the record.

(b) Denial of access. The agency re-
fuses to allow the individual to review
the record or denies his or her request
for a copy of the record.

(c) Failure to meet recordkeeping stand-
ards. The agency fails to maintain the
individual’s record with the accuracy,
relevance, timeliness, and complete-
ness necessary to assure fairness in any
determination about the individual’s
rights, benefits, or privileges and, in
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fact, makes an adverse determination
based on the record.

(d) Failure to comply with the Privacy
Act. The agency fails to comply with
any other provision of the Privacy Act
or any rule or regulation promulgated
under the Privacy Act and thereby
causes the individual to be adversely
affected.

§ 317.112 Criminal penalties.

The Privacy Act (5 U.S.C. 552a(i)) au-
thorizes three criminal penalties
against individuals. All three are mis-
demeanors punishable by fines of $5,000.

(a) Wrongful disclosure. Any member
or employee of the agency who, by vir-
tue of his or her employment or posi-
tion, has possession of or access to
records and willfully makes a disclo-
sure to anyone not entitled to receive
the information.

(b) Maintaining unauthorized records.
Any member or employee of the agency
who willfully maintains a system of
records for which a notice has not been
published.

(c) Wrongful requesting or obtaining
records. Any person who knowingly and
willfully requests or obtains a record
concerning an individual from the
agency under false pretenses.

§ 317.113 Litigation status report.

Whenever a civil complaint citing
the Privacy Act is filed against the
agency in Federal court or whenever
criminal charges are brought against
an individual in Federal court (includ-
ing referral to a court-martial) for any
offense, the agency shall notify the De-
fense Privacy Office, DA&M. The liti-
gation status report included in appen-
dix C to this part provides a format for
this notification. An initial litigation
status report shall be forwarded pro-
viding, as a minimum, the information
specified. An updated litigation status
report shall be sent at each stage of
litigation. When the court renders a
formal disposition of the case, copies of
the court’s action, along with the liti-
gation status report reporting the ac-
tion, shall be sent to the Defense Pri-
vacy Office, DA&M.

§ 317.114 Annual review of enforce-
ment actions.

(a) Annual review. The agency shall
review annually the actions of its per-
sonnel that have resulted in either the
agency being found civilly liable or an
agency member being found criminally
liable under the Privacy Act.

(b) Reporting results. The agency shall
be prepared to report the results of the
annual review to the Defense Privacy
Office, DA&M.

Subpart K—Reports
§ 317.120 Report requirements.

(a) Statutory requirements. Subsection
(p) of the Privacy Act requires a report
and assigns to the Office of Manage-
ment and Budget the responsibility for
compiling the report.

(b) OMB requirements. (1) In addition
to the report, the Office of Manage-
ment and Budget requires that all
agencies be prepared to report the re-
sults of the reviews.

(2) All reports of the agency con-
cerning implementation of the Privacy
Act shall be submitted to the Defense
Privacy Office, DA&M, which shall pre-
scribe the contents and suspense for
such reports.

§ 317.121 Reports.
(a) Submission to the Defense Privacy

Office. The agency shall prepare statis-
tics and other documentation for the
preceding calendar year concerning
those items prescribed for the annual
report and any reports of the reviews
required, and when directed, send them
to the Defense Privacy Office, DA&M.

(b) Report Control Symbol. Unless oth-
erwise directed, any report concerning
implementation of the Privacy Pro-
gram shall be assigned Report Control
Symbol DD-DA&M(A)1379.

(c) Content of annual report. The De-
fense Privacy Office, DA&M, shall pre-
scribe the content of the annual report
but, at a minimum, the annual report
shall contain the following:

(1) Name and address of reporting
agency.

(2) Name and telephone number of
agency official who can best answer
questions about this report.
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